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Another class of solutions consists of enterpriseell

Abstract — Automatic network backup of a large number automatic backup setups. These offer the posyibuft

of computers in a heterogeneous environment is aseurce- packing up a large number of computers via the otw
intensive task, both for the infrastructure and for the system and work very well for small groups of up to 100

administrators. The goal is to create an environmentvhere computers. Unfortunately. as the number of comsuter
the system administrator time allocated to backup ervices pu ) u Y, u Bu

scales with the number of users and not with the mber of ~ rapidly increased in the last years, the existimgkip
computers or the amount of data. This paper presentsome of software and network bandwidth needs don't scale
the solutions implemented and currently used for properly.
optimization of backup management on an university  Several main inconveniences of the existing sahstio
network. applied to large networks are:

(a) increased complexity and lack of flexibility tfe
setup;

(b) large amounts of bandwidth are involved;

(c) the lack of reliability of the backup softwarolves
|. INTRODUCTION important workload for the system administrators.
The next section defines a general representafitimeo
ackup software and explores its main points dfifai
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A N important role of the network is to provide anb

infrastructure for remote backup of computer data.

There are many backup solutions currently availdb]e

some open source, others commercial, some easy to

configure but lacking features, others very complexi ~ Backup software deals with backup volumes. Each

refined but cryptic for the regular user, some dskd backup volume consists of:

others on tape. (a) a description that contains the list and proggrof
While offering backup services during the last deca Stored files, date and type of backup, name of edemp

for a large network of computers in an academignd backup history;

environment, the authors experimented with multiple (b) the data itself in an archive containing cepé the

solutions and a large array of software packagéus T files which are eventually compressed.

paper offers an overview of the experience we gahe Backup software has two important tasks:

field and presents some of the work we have done to(1) Creating backup volume archives and the reverse

improve the efficiency of the backup process. Sofrtne operation of extracting files. This is a low lewigderation

ideas presented here are already implemented aadms that can be performed in many ways and is spetific

production environment containing more than 1008ifferent platforms, operating systems, filesysteraad

computers including desktops, servers, and clus@teer Storage media. It is the most time consuming and

ideas belong to an open source software projedidokup Unreliable part of the backup process.

management, which is a work in progress. (2) Volume management consists of implementing
Most existing backup solutions are tailored for th@olicies concerning the contents of volumes, white

desktop user, usually involving local or networkckizp archive files are stored, type of backup, histgmgblem

storage space (DVD, USB external disk, web senace) detection, and signaling. Most existing backup vgafe

software that copies files from the main workingaato has an extremely rudimentary volume managemengrsyst

the media. These solutions are expensive in terfs RAsed on a configuration file specifying hardwisedues.

infrastructure and user time, and have deep priva&Pr the best performance, volume management shmild

implications. They do not provide a systematic back adaptive, using algorithms that reconfigure andnape

history; most users gladly skip backing up theistegns. the archiving process on every run.

User-driven backup solutions are effective for dgstor T he most common point of failure of a backup sysiem

home computers, but cannot be considered reliabte aconnected to the creation of archives. This pr®dss
appropriate for enterprise data. likely to encounter problems because of large filest

may change while they are archived, bad media, ar&tw
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Il. GENERAL STRUCTURE OF THE BACKUP SOFTWARE



problem can be as simple as killing the offendingcpss, dedicated backup disks.
which is usually the case, or as complicated asnbato
rebuild and reconfigure an entire file server. Wend that
the failure of archiving processes is not the faibhackup Backup Server
software, but just a consequence of the computing| ¢y ¢y ¢
environment. These failures are statistical evérds have |

to be taken into consideration by the volume marmegg

part of the backup software by implementing cheftks Backup Server | - 'T= — o ol
each of the time consuming steps of the processghas e d ?]'_efﬁl _| ?Eefil | Client |'
automatic workarounds and signaling for the mostroon | — — ) - :
problems. Backup Server || Client | | Client | : d ?]l_er_ﬁb

Consequently, what makes a good backup software is S T — — =

indeed the quality and the flexibility of the volam
management part. That is the area where most

improvements can be made; also this is the diffaren
between a cheap consumer grade backup solutioraand
very expensive enterprise grade software.

The next section presents our setup for largdesca
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network backup and comments on what was done t@ mak
the backup process as adaptive and trouble free as Figure 1. The backup infrastructure using dedicated
possible. backup servers.

[ll.  MAKING BACKUP EFFICIENT The backup procedure is run via two sets of cravedr

The task consists in providing automatic backupthia Shell scripts, one for the storage servers thatecol
network for a rapidly growing number of computers/0lumes remotely from a pool of clients, and theeotfor
(currently about 1200) consisting of desktops, sesvand building volumes on the cllents._ The_chent ada;_:ﬂcrjoes
computer clusters, spread in five buildings on edéft volume management, as described in the previou®sec

subnets which are part of the Carnegie Mellon Unsieg and runs the archiving application. The volumessaneed
network. either in a temporary area of the disk to be re#delater

Over the years, there was an accentuated incredke i PY @ backup server, or on a local dedicated backsi
number of computers, and the backup services wef&€ Server side script polls the clients and ctlebe
scaling very badly because of the nature of thenspe COmpleted backup volumes from their disks as they
which was designed for desktops or small groups §€come available. _ . _
computers. The system administrator time allocaed  L©t'S see what is interesting about this setup,fevd it
maintain the backup systems was growing faster than IS helping the efficiency of the backup systemyedl as
number of computers. So in the late 90's we dediddil ~ What are the challenges to be solved. _
in some of the gaps in the backup management péeo 1. The archive is always created on a local disk fo

software using home-grown shell scripts. The (eigly maximum speed. Since the amount of files to bhieed
result of that initiative is the production softwawe are IS NOt predictable at the system setup, the maallesige is

using today. Later on, we decided it was worth timgaa to make sure that the backup process do_esn'hé'lldﬁsk
new backup utility that would adaptively take cafemost @nd doesn't need lots of sysadmin attention. Fetes)s

of the typical problems that we encountered. Annopetith local backup disks, this is as simple as adalyt
source software [2] named Lightweight Adaptive Back tuning the backup. hlstory length to a(?commodate new
System [3] written mostly in python [4], [5], waseated backups, and providing large enough disks to be &bl
and is still under development at labsproject.éiga final K€€p at least two full backups. For systems thae fliae
objective for this project, good backup softwarewti Velumes collected by backup servers, the objectse
scale the system administrator time with the numtfer achieved by spliting the files into multiple bagku
users, and not with the number of computers or amof volumes, and doing full backup to at most one vaum

data. In other words, most of the time should bensp each cycle; the total size of files in each volumest not
towards restoration of lost files, and not on traeKup exceed the existing free space on the local diskrevthe
process itself. volume archive will be temporarily created and stbr

Our backup infrastructure consists of a number dfi€ally, the volume management algorithm should
backup servers, several of them in each subnet (Hig adaptively adjust the volume contents before eaxkip

These servers are typically dedicated computersarong ~ ¢ycle if needed. _ _ _
large disks used exclusively for storing backupummés. ~ 2- The archives contain compressed files. Commessi
However, some workstations which have importantagte  Saves disk space _and network bandwidth on th_e erpain
needs, and many of the file servers associated wit’U cycles which are plenty to spare in modern

clusters, act as backup servers for the local Gilea set of Computers. Backup software compresses files orivash
since its early days, this is not a new idea. Ssirgly,



most modern backup packages either don't

compression in the default configuration and itdsea lot
of work to be reinstated, or it is not the mostogéht type
available. Compression can be used at the fild [@wvethe
fly, as the archives are created) or at the arcleivel (the
entire archive is compressed). We found that apfiins
like afio [7] that do compression on the fly actddie best

used compressing files. Archiving is driven by a iified
version of Tape Oriented Backup (tob) [6]. On tdpab
we have a set of home grown shell scripts that
automatically manage the storage location of tHames,
the type of the backup, and do failure recoverpgisdck
files. However, the failure recovery is not yet gieately
automatic, and killing of the archiving/compressing

performance time wise and generate the most robysibcesses by hand is needed in many cases.

archives against media corruption. The
compression ratio we achieve is about 1/3.

3. The scripts implement a set of checks thatevifure
the process can resume or recover after netwogoaer

failures, server or client reboots, stuck archiimgcesses,

typical For Windows clients we're using ZoneMinder whicls ha

a high initial setup time, but can be used for s@ive
desktops at a time. In our environment that is aot
important drawback since the number of Windowsesyst
is very small.

and other events that may interfere with the backup

process. The checks can be realized in two ways:

(a) using lock files to signal when a certain stafj¢he
process is active, and then decide if that protestuck
or crashed using the age of the lock file;

V. DEVELOPMENTIMPLEMENTATION

The implementation of our backup management ideas
through shell scripts resulted in complicated caddch is
hard to develop, to debug, and to adapt to newitions.

(b) using watchers that are stage specific and tmoni g5 we decided to start fresh with a project tha ha

the growth of the archive or network transferrelgsfi

Following the checks, a recovery procedure is agplf

needed. The recovery procedure can be automateti€o
typical failure scenarios, or can consist of sega@in email
to the system administrator for further investigati

4. The multiple dedicated backup server approac

provides very good usage of the available diskasgper
space and bandwidth. It offers redundancy thdtallibw
keeping the backup service functional even if sbaekup
servers are down or unreachable. In such cases|i¢ms

can be moved from the collection pool of the uniesab

backup server to another server that is functional.

By implementing these ideas, we managed to run
backup service without any data loss for over aadegc
while keeping the system administrator time at Viery
levels (mostly regular maintenance, reorganizatmmn
volumes, and file restorations). Some
observations about the use of backup service are:

(&) An amount of disk space equal to the size \& |
data on the disk is enough to keep more than twothmso
of backup history, full backup every month,
incremental backup every other day.

interesting

and

modular structure allowing a high degree of flelitiai The

project is named Lightweight Adaptive Backup System
' (LABS) and is hosted by labsproject.org. The sofenis

written in python and is mostly developed by a grai
%raduate and undergraduate students.
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Figure 2. General structure of the LABS software.

(b) Most data restoration requests come from usersThe structure of the software is shown in Fig. 2eT

deleting their files, and not from hardware faikire

building block is named unit. All the units haves tkame

(c) By replacing the backup storage disks evenemthstructure consisting of a main body that takes aafre

year and storing them, it is possible to recovdualale
data that was deleted many years ago.

The next sections present the production
development implementations of the backup service.

IV. PRODUCTIONIMPLEMENTATION

The production implementation consists of a sethafll
scripts that work with lower level utilities (tohfio, scp).

The servers collect volumes through a shell sdhpat
uses scp for transfer. The collection pools arentaaied

information flow, and a set of sequentially exedute
modules. Each module performs a small task reséited

angiartitioning the job of the unit. The units candadptions,

can use their own configuration file, and have & cfe
global variables.

Every unit has a very well defined function, and is
logically isolated as much as possible from the oéthe
code. That allows:

(&) multiple programmers to independently work on
different units without much knowledge of eachesth

and modified manually. Failure recovery from networ code as long as they respect the API describetten

problems is realized via lock files; the process
considered stale if the lock file is older tharethdays.
The Unix clients build volumes using afio for anihg

igroject wiki,
(b) easy change of the choices for different taskg;
switching between methods of network volume coitect



using scp or rsync takes only changing one modate a Some of the actions are shown in Table 1. One desig

very little knowledge of the programming details thg
other modules or units;

(c) the same code structure and a lot of the actodé
can be used for easy startup of other projects.

problem for scenarios was the implementation ofp#oo
The developers decided to keep an open mind about
creating loops, but to avoid them if possible, #mat was
possible so far. Most of the cases when iteratiti®a was

One of the units named the Control Unit has a eéntrneeded were handled by launching multiple instarufes

function. In fact execution of the software impliemning
the code in this unit. The command line optionsolpee
options for the Control Unit and the global configtion
file of the software is actually this unit's configtion file.

The labs command line contains the name of an ractiaetrieval of
and a scenarior this case, "labs collect” is used, which la@wsclan

Actions are defined by scenarios,
corresponds to a sequence of units to be execiiteal.
Control Unit basically identifies the action in tbemmand
line, and then runs the corresponding scenario
executing the units. Each unit receives a freshajleet of
variables containing some global values (as thatioe of
different directories) and the variables defined tire
global configuration file. Passing variables fromeounit
to the other is restricted and discouraged, thdepex
communication method being through files. This chads
justified by the following:

(a) speed is not a concern at this level; archiving

LABS. That solution is more robust (one stuck pesce
doesn't stop the entire backup service) and shisnew
generation of multi-core computers well.

One example illustrating how the system works is th
the backup volumes from a clienatserver.

instance of "labs get" and one of "labs watch" éach
client. The "labs get" process does the actualtfdasfer,

hwyhile "labs watch" watches the progress of thesfiemand

provides recovery in case of failure (e.g. netwiaikire or
client going down). If "labs get" finishes succedigf
"labs watch" marks the request as fulfilled andslig

The project is still under heavy development. Wangb
start using the labs software for backup startimgpetime
in 2008.

VI. CONCLUSION

moving around backup volumes is much slower than th ; js possible to configure and run a low maintesean

management software itself;

(b) using files gives a very good description ¢ #iate
of runs in case of a system crash, and that lelpswith
recovery;

backup service that will cover a large number of
computers. Depending on the specifics of the envient,

a small number of improvements can transform a high
maintenance, hard to configure backup software into

(c) the structure of files exposes the APl betweegomething usable that scales nicely with the nundfer

different units.

Table 1: Some of the actions implemented in LABS.

backup Run a backup pass on a computer.

collect Retrieve volumes from the pool hosts to
the storage server.

config Use first to build config files; or use for
re-configuration.

dfree Gets the free disk space on the partitipn
containing a directory.

extract Extract files specified by restore
requests.

get Get the backup files from a remote hogt.

help Start help interface (default action).

info Display backup system status.

restore Place a restore request using an
interactive interface.

watch Watch a volume file creation/transfer
and interrupt if stalled.

users. This was achieved by observing the typioaltp of
failure of the existing system, and building auttedavays

to resume the backup or recover from these failurbat
resulted into the storage client/server structuesgnted in
this paper. Some interesting areas under current
investigation consist of automatic and adaptive
reconfiguration methods applied to the volume catsten

the clients and collection pools on the serversnelv
software project described at labsproject.org isebtigped

to cover those areas.

REFERENCES

[1] W. Curtis PrestorBackup & Recovery, O'Reilly, 2006.

[2] Karl Fogel,Producing Open Source Software, O'Reilly, 2005.

[3] Lightweight Adaptive Backup System, http://labsproject.org/

[4] Python Programming Language, http://python.org/

[5] David Ascher; Alex Martelli; Anna Ravenscroftython Cookbook,
2nd Edition, O'Reilly, 2005.

[6] Stephen van Egmond, based on previous work by Kéunblat,
Tape Oriented Backup, http://tinyplanet.ca/projects/tab/

[7] Koen Holtmangafio, http://freshmeat.net/projects/afio/



