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Abstract — Wireless networks have the potential to be Section VI we describe the hierarchical architeztof our
applied in educational and research .environment. Owoying  system. Section VIl is about our approach for the

wireless networks on an organlzatlongl level posesany 4 thentication, user management, mobility and rocinig

challenges such as security problems, signal propatipn and problems. In Section VIII, EduRoam, the solutiom foe

mobility. -t - ) e
We present the design of an educational wireless WiFi mobility between universities is presented.

network which handles security based on 802.1X stdard.
Il. SECURITY IN WIRELESSNETWORKS

KeyWOl’dS — Wireless networks, SeCUrity, moblllty, WIFI, To ensure the Security of Computer networks tleee
RADIUS, EduRoam three attributes that have to be maintairetegrity refers
to maintaining data identically during transfer. iSTh
attribute is violated if data is modified by unamtized
users. Confidentiality is achieved if only those being
Nowadayas mobility is an additional requirement foauthorized have access to the information traresfeon

computer networks. New mobile technologies arthe network. The last criterion of network security

emerging and getting widely accepted. Ten yearsthgo availability. In order to be able to use information, it has to
main goal of telecommunication companies was makirig available all the time. _
audio-based communication widespread. This tendency [N the past, wireless LAN technology proved td fai
changing — internet based communication is the maffl three areas. Most notable failures were tadyede/ards
trend. confidentiality aspects, both in terms of the fumeatal

There are many types of mobile networks. Long eand!2Ws in early encryption protocols (RC4 1V flawpdthe
mobile networks are built on traditional cellulahgme 12CK Of strong user authentication (WEP key managejm
networks (GSM, 3G, and 4G). Short range mobile These proble_ms were solved in newer protoc_ols,
networks are mainly used to connect peripheral agevi nowever we still have a fundamental flaw regarding
These technologies include Bluetooth (802.15) arfdv@ilability of wireless network due to it's shared
infrared. Computer wireless networks include WLAN@nsmission medium and the physical propertiesadio
(802.11, WiFi [1], HIPERLAN) and WMAN (LMDS, Waves, problem for which no solution is seen in tiear
WiMax, HIPERMAN) technologies. future[S] [6].

I. INTRODUCTION

Our paper presents the design and implementaticn of I1l.  AUTHENTICATION PROTOCOLS
secure university-wide wireless network, which adéi@rs

mobility to it's users. authenticating the user to the network. One of fthet
In the first sections (II, Ill, IV, V) we presenb& qi0cols widely used for authentication was PAP
security solutions used in our network, such afassword Authentication Protocol) and it is theshimmsic
form of authentication, in which a user's name and
S. Rozsa is system engineer at the Data Commumicatipassword are transmitted over a network and cordpare
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Communication Center “Pusztai Kalman”, Technical @nsity Authentication Protocol, CHAP is a type of autheation
of Cluj-Napoca, RoEdu Branch Cluj-Napoca, Romania, Sin which the authentication agent (typically a netkv
Baritiu, Nr: 26-28, Room 28 (phone: +40/264/401246; faxserver) sends the client program a random value itha
+40/264/594684; e-mail: Emil. Cebuc@cs.utcluj.ro web: used only once and an ID value. Both the sendempaed
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Z. Maj6 is system engineer at the Data Communioatiorandom value, the ID and the secret and calcukatese-
Center “Pusztai Kéllmén", Technical pniversity of CNigpoca, way hash using MD5. The hash value is sent to the
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mail- maioz@clui.roedu netveb: htt]o-//c(: utclu.ro) ’ s@e, calculates the_MD5 sum itself and comparesehult
' ) : ' T e with the value received from the peer. If the valugatch,
the peer is authenticated. By transmitting onlytthsh, the

Authentication protocols are used in the proceks o




secret can't be reverse-engineered. The ID value dsathentication is enabled, the authenticator sendsAP-
increased with each CHAP dialogue to protect againBDU requesting credentials. The 802.aMthentication
replay attacks. A modified version of CHAP MS-CHAPserver: the supplicant sends its credentials to the
version 2 provides mutual authentication betweasrpby authenticator, which forwards them to a RADIUS serv
piggybacking a peer challenge on the Response panke The server verifies the credentials, and if they waalid,

an authenticator response on the Success padkés iway tells the authenticator to grant access to theastgd port.

a cryptographic key pair could be established. RADIUS (Remote Authentication Dial In User Seryice
is an AAA (authentication, authorization, accougjin
IV. SECURENETWORK T TRANSPORT protocol designed for applications such as netvemdess

. or IP mobility. It is intended to work in both Idcand

During the communication process sometimes treee i ) Sy i S
need to guarantee the identity of both involvediearand roaming situations. One of the failures of thisigess that
it authenticates the hardware people use rathdr thiea

also provide communication privacy. On the appiarat X . .
layer of the 1ISO/OSI model there are protocols Haisfy users themselves. Luckily RADIUS design could bsilga

these requirements, such as firansport Layer Security extended in order to provide authentication ofuker.
(TLS) protocol. ' RADIUS is a client/server protocol. The RADIUSetit

When a TLS connection is established, authenticaaf 'S tyPically & NAS and the RADIUS server is usuadly

both parties is provided through certificate exgeanin daemon process running on a UNIX or Windows NT
order to connect with a server the client must sand Machine. The client passes user information togdesed
certificate that is verified by the server. On titker hand RADIUS servers and acts on the response thatusned.

the server must authenticate itself to the clignséndinga RADIUS servers receive user connection requests,
certificate that can be validated against a listrasted 2uthenticate the user, and then return the comfigur
certificate authorities. By this the client is suteat information necessary for the client to deliverviss to

credentials weren’t sent to a third party or serwio the user. A RADIUS server can agt as a proxy c!tenF
appears in the role of the valid server. After th@ther RADIUS servers or other kinds of authentaati

initialization phase when authentication is don&®VErs [3] [4]- . L .
communication takes places using symmetric cipher EAP (ExtelnS|bI_e Authgntlcatlon PrOtOCOD,'S a Bport
encryption. protocol which is designed for authentication. EAP

The only problem with TLS is that clients must &av supports many authentications methods like EAP-TLS,
certificates. These certificates have to be geedrand EAP-TTLS, and PEAP. The contents of an EAP packet

distributed among clients. Managing the distribatiof Will vary depending on the method chosen.
user certificates is a major challenge for the oizgtion. EAP-TLS is well-supported among wireless venddrs.

To face this issue other protocols ITKELS (Tunnelled  ©fférs @ good deal of security, since TLS is coexsid the

TLS) have been created. In the first phase of the ppoae SUCCESSOr of the SSL standard. It uses PKI to secur
TLS tunnel is established between the client aecstiver, COMmMunication to the RADIUS authentication serzard

Digital certificates exist on the servers so tiet identity thiS fact may make it seem like a daunting taskeup.
of the server can be verified. After the TLS tuniel S° €ven though EAP-TLS provides excellent secutity,
established encryption is provided and the iderdftyhe overhe_ad_ of cI|ent-§|de certificates may be itsibeh hgel
client can be verified. For validating the clienitientity and this is the main reason why an EAP-TTLS meiisod
other methods than digital certificates are usedf, fpreferred [2].

example username-password pairs. As a conclusi&iSTT —
is much simpler to deploy in organizations wherenso ) L

kind of database with user credentials exists,thete is p—s ]
no existing public key infrastructure.
EAP Request/identity
V. 802.1X <
The IEEE 802.1X protocol which implements port-  EAP Responsefldentity  RADIUS ACCES;Requegt
based network access control. The advantage dEtBE AR o mcee e

802.1X protocol is that it doesn't bind a clientaaamed ¢
port. Instead, it is enough for a client to haveed of  gap Response (Credentials)  RADIUS Access Request
credentials (username, password and/or certifipates > >
Based on these credentials access is given tolithe no
matter on what port he or she plugs in.

Technically speaking the IEEE 802.1X standarc EAP Success RADIUS Access Accept
involves three parties. An 802.1ipplicant: a client that — €
connects to a port of the switch and is able tornanicate : . ot : ;
according to the standard. An 802.a&dthenticator: a port Figure 1: The authentication method m.deta”
on a switch, through which network services areessible _ EAP-Tunneled Transport Layer Security, or EAP-
suppose that the supplicant has successfully aithted 11LS, is widely supported across platforms, ancersff
himself. Before authentication no traffic is allaven the Very good security, using PKI certificates only dre
port, except EAP (Extensible Authentication Protpco authentication server. .It relies on EAP-TLS anddeghe
data units. When a supplicant plugs in to a portvich tunnel any authentication method secure or nonrsezan

=< 7LS tunnel set up, PAP or other authentication ==




be used. The most common method used inside th& TTthe access point will try the authentication on tibker
is PAP; using CHAP inside the tunnel unnecessarilRADIUS server.

increase the method complexity as security is direa Due to the vulnerability of the wireless networks had
provided by TLS. EAP-TTLS is not supported byto isolate the wireless network from the other paiftthe

Microsoft Windows system and this fact made thishoe
not so popular. Figure 1 shows the authenticatimtgss
using EAP-TTLS-PAP in detail.

VI. THE SYSTEMARCHITECTURE

Our goal at the design time was to obtain a systém
a hierarchical structure. At the highest layer vewehthe
enterprise authentication servers (protected wirtdwalls
from the other parts of the network). For a 7/2dilability
this servers must be replicated. The users' datatecked
using the RADIUS authentication protocol [3] [4].

At the middle layer we have the data transmissiont

systems (Cisco Catalyst switches). This layer makes
connection between the access points, the authéntic
centers and the Internet. The mobility is also sdlat this
layer: all the clients in successive cells are gthin the
same broadcast domain[10].

The access points are placed at the lowest layken a
user is connecting to the wireless network the igs@nd
the password is sent to the highest layer's seniarsa
TTLS tunnel. If the authentication database costaire
user id associated with the password, the systamijse
the connection to the network.

VII. CHALLENGES AND SOLUTIONS

network. For this reason virtual LANS (VLAN) were
created. All the clients are connected to the SHin&N.
Using this approach we are able to monitor aneérfithe
traffic from the wireless network to the Interneidafrom

the Internet to the wireless network. The clier®'
addresses are distributed via DHCP. Thanks to ittheaV
network the IP addresses are valid in the wholeless
network. When a client moves in another wirelest ce
there is no need for a DHCP address request (only
authentication). Using this method we solve theéofmm of

the mobility in the wireless network.

We use access points complying with 802.11 B and G
andards (Linsksys brand). At configuration tinfee t
WPA-Enterprise option is selected as authentication
method.

To find a proper physical layout for the wirelessxess
points was a challenge for itself. In order to awhi
maximum coverage and roaming we have selectedaever
locations. After some trial and error we have delgd¢he
most appropriate and secure places. For the tirmg lvee
have placed 30 access points in 7 different aréabeo
university campus.

Monitoring the wireless network is also a majoskta
The first step in the monitoring process is theilabdity
checking of the wireless access points. We tried ou
multiple solutions such as: SmokePing [11] and Nagi
[12]. In the second step we analyze the bandwidtge

One of our main goals was to “reuse” an existin§ith the MRTG [13] system. The malicious attempte a

database for the user authentication. We chosé& DA
databases of the mail servers. The RADIUS authatitic
server is connected to the mail server's usersbdae
(Figure 2.). If there is an authentication requestthe
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Figure 2: The wireless system

RADIUS server, this server sends a query to the PI)A

[8] server, to verify if the user exists or notthe database.

If the user exists and the password is correctRABIUS

permits the network connection. Both of the RADIUS

discovered analyzing the RADIUS logs. There is oing
work in automating the RADIUS log processing system

SecureW?2 Profile: eduroam

Alfa & Ariss

Mebwork Security Solutions

| Connection | Certificates | Authentication | User account
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Username:
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[

Figure 3: Authentication on Windows systems

VIIl. EDUROAM

servers are connected to two different LDAP databas

servers, one for the university staff and one foe t

The presented wireless network respects the EduRoam

students. We use two RADIUS servers for redunda@ey. Specifications [14]. The benefit of being part aflRoam
access points we specify the address of each RADIUS that users visiting an other EduRoam connected

servers. If the first authentication center is awoailable,

institution are able to log on to the visited WLAMNIng
the same credentials (username and password) #re us



would use if he or she were at their home insbtuti

On Windows systems users have to install the pragr

named SecureW?2 [15], an open source EAP-TTLS cliept

(Figure 3).

To support EAP-TTLS security method wpa_supplicant

[16] utility must be installed. On Debian and Uhunhe
wpa_supplicant installation is possible via “apt‘ge

Figure 4 presents the configuration for wpa_supplic

network={
ssid="eduroam"
scan_ssid=1

key_mgmt=WPA-EAP
eap=TTLS
phase2="auth=PAP"

identity="
password="
ca_cert="/etc/wpa supplicant/ca.utcluj.ro.cer”

J@student.utcluj.ro”

}
Figure 4: Authentication on Linux systems using
wpa_supplicant
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