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Abstract —In this paper a QoS (Quality of Service) parame-
ters’ benchmarking system with complex traffic paterns
definition is presented (the design and implementain).
Benchmarking is used to compare the network’s behaer
when tested with different traffic patterns. The application
generates complex traffic patterns and stores therm a da-
tabase for future measurements. Also, it measuresid com-
putes the QoS parameters — delay, delay variatiorhand-
width, and stores and displays the results both imumerical
and graphical form. The main advantages of this sysm are
the traffic patterns complexity, the accuracy of tle meas-
urements and the user interface. The application rgresents
a part of a complex framework designed for developig QoS
technologies such as traffic identification and making,
queue and congestion management, traffic shaping drpol-
icy, specific protocols and is developed in C# langge for
.NET platform and uses a SQL Server connection.

Keywords — QoS parameter, Complex traffic pattern,
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I. INTRODUCTION

Benchmarking can be defined as a standard test to
measure the performance of computer hardware ¢+ sof
ware [Encarta definition]. The purpose of a bencdhnis
to evaluate the performance and functionality dfedént
systems and the complexity of a benchmark depend on
the features that are measured.

The service represents the traffic performanceigeal/
to the client and is characterized by the QoS (iQuaf
Service) parameters. In order to ensure these gaeam
the provider implements QoS using specific techesqu
The QoS parameters are measured using different com
mands or benchmarking systems.

In this paper we describe the design and implementa
tion of a QoS parameters’ benchmarking system with
complex traffic pattern definition. This applicatiaises a
management station that defines the traffic padtarrthe
network, stores them, and allow for the user tallaad
send these patterns to the agent stations. Thasenst
generate the traffic, measure the information reamgs
for QoS parameters computation, and send the irfform
tion to the master station. The master station edegpthe

QoS parameters and stores and displays thesesrestitt
in numerical and graphical form. The applicatiorvale
oped in C# language for .NET framework presentsex u
friendly interface that allows for complex traffiatterns
definition, storage capabilities using a SQL Sergen-
nection and database, and detailed results display.

The rest of this paper is organized as follows.tiBec
Il provides background information related to Qo& p
rameters. Section Il describes the software apfitio
for QoS parameters benchmarking system. Section IV
presents the experimental results and section ¥¢ledes
the paper.

. BACKGROUND

Several definitions for Quality of Services (QoSva
been identified throughout the years in differaahdards
and bibliographical references, without any unicurel
exhaustive formal definition. The most ilustrative
definitions of the concept are [1]:
[ISO 8402/1986} Quality is the totality of fea-
tures and characteristics of a product or service
that bears on its ability to satisfy stated or im-
plied needs. The product, respectively the ser-
vice, represents the result of the activities or
processes within the system.
[ITU-T, 1994] - defines the collective effect of
services' performance, which determines the
level of satisfaction of the service user.
[ISO/IEC X641] - it defines the qualities that re-
fer to the way an object or a group of objects
(components) collectively works, or reflect the
qualitative performance of the service offered
through the network

At network level, QoS represents the network cdpabi
ity to deliver better services for the selectedvBoover
different technologies. The main goal of QoS igto-
vide priority including dedicated bandwidth, coried
latency and jitter, and improved loss charactessti
which represent the main QoS parameters. A service
represents the traffic performance provided to dlent
and is characterized by the QoS parameters. Qd8 tec
niques represent the implementation specific method



including traffic identification and marking, quewand Ill. BENCHMARKING SYSTEM APPLICATION
congestion management, link efficiency, traffic @hg
and policy, specific protocols. The service and Qah- The benchmarking system we propose is composed of
nigues are different but strongly interconnecteitces a QoS Benchmarking Manager (QBM), QoS Benchmark-
these techniques are used for service construction. ing Agents (QBAs) and a QoS Benchmarking Protocol
Several tools are available for network performance (QBP). QBM synchronizes QBAs with itself, definegsla
measurement and can be classified in two main types transmits to QBAs the traffic patterns and receivesn-
monitoring and benchmarking tools [2]. Monitorirapts putes, displays and stores the summary results. QBA

capture packets and display their headers and datasynchronize themselves with QBM, receive the teaffi

Benchmarking tools generate test traffic in thewoek

and measure parameters like throughput, delaytter.ji
These tools are used to evaluate the results oRth®
implementations in order to verify if the QoS gohis/e
been
traceroute, ttcp, Netperf, NetPIPE, Iperf, PatcBarobe,
Cprobe, Cap or DBS.

reached. Examples of these tools are ping,

patterns, generate the traffic and transmit the nsam
results to QBM. We propose a protocol, QBP, for eom
munication between the benchmarking entities. QBéhi
application layer protocol that uses both TCP arPU
transport layer protocols. The communication betwee
the QBM and QBAs is control type and uses TCP proto
col for reliability. The communication between QBiss

Several techniques have been developed for delaydata type and uses either TCP or UDP protocolstifum
measurement. One of the most used methods is gendinof the traffic definition. As we said there are twmin

packets from source to destination and back. Is ¢ase
the measured parameter is round trip time (RTT)eep
senting the total time necessary for the packerawel
from source to destination and backward [3]. Thethnd
is not accurate for one-way delay measurementg $he

types of messages: control and data. Control messag
synchronization, traffic pattern, synchronizatiamsnary
and results summary. The structure of the messeges
presented below.

Synchronization:

delay from source to destination might be differthan |

Id AP |

the delay from destination to source. Another mettiat

Traffic pattern:

computes one-way delay parameter is based on timg

Id SIP DIP Prot Port Nr Len Gap StartT RerT |

stamps introduced by the transmitters [3] [4]. Btk

Data:

transmitter and the receiver must have synchronize|

Id  SendT No Len |

clocks, so the receiver reads the receiving tint zased

Synchronization summary:

on the transmission time in the timestamp compthes

Id AIP |

delay. Another method was proposed by IP Performanc

Results summary:

Metrics (IPPM) group that defined A One-way Active

Id SIP DIP Prot Port Nr Len SendTs RecvTs |

Measurement Protocol (OWAMP) which measures unidi-
rectional characteristics such as one-way delay 4B}
other protocol, IP Measurement Protocol (IPMP), snea
ures delay and associated path metrics based anrech
qguest end echo reply packet exchange [6].

Several metrics and measurement techniques are use

for bandwidth estimation [7]. Bandwidth represetiie
transfer data rate in a network. The capacity $igscihe
maximum bandwidth of a path, the available bandwidt
identifies the maximum unused bandwidth of a patth a
Bulk-Transfer-Capacity represents the achievable
throughput of a bulk-transfer TCP connection. Malga
Packet Size (VPS) probing and Packet/Pair traimpé&is
sion (PPTD) probing can be used for capacity measur
ment. Self-Loading Periodic Streams (SLoPS) andn$ra
of Packet Pairs (TOPP) are used for available battw
measurement.

Measuring and verifying network performance is es-
sential for improving the network design processhim
toring progress against performance indicatorsewveral
other measurements and service level agreemersst-en
ing that the user’s expectations are always exckede

Where Id represents the message type and haslthe fo
lowing values: for synchronization is 0, for traffpattern
is 1 if the message destination is client and théf mes-
sage destination is server, for data is 3, for byotiza-
tjon summary is 4 and for results summary is 5. \/e

erved for this field 1 byte so several other mgssgpes
can be defined in the future developments. AIP ifipsc
the agent’s IP address synchronized with QBM. Si& a
DIP represent the source and destination IP adeBess
respectively. The QBA specified by DIP field wilpen a
server socket and will receive the data trafficnrehe
client socket of the QBA specified by SIP fieldoPand
Port fields identify the transport protocol and tpmumber
used in the data traffic. Nr and Len fields spetify data
messages number and length while Gap field idestifi
the time interval between consecutive messagestTSta
field represents the time when the sending ageginbe
the transmission of the data traffic. This fieldswatro-
duced because the data traffic should begin afteha
agents are synchronized and the entire trafficepatts
set. RezT field specifies the time when the reogjvi
agent sends the summary results to QBM. This fiedd
introduced because summary results transmissioaldsho



displays and stores the results for later analysig. 3
illustrates the last step.
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Figure 3. Results summary transmission

be performed after the entire data traffic betwakrihe
agents is ended. SendT specifies the time valuen e
data message is sent. Even if this time can be otadp
from StartT and Gap fields SendT field is more aata
because the agent can be busy at the predefinedemiom
and the transmission might occur later. No fieldcifies

the data message number. This field is used tacdietst
packets and packet reordering. SendTs and Recgls fi
represent the time values when the data messages we
sent by the transmitter QBA and received by theiwer

QBA respectively.
:] The benchmarking system for QoS parameters uses a
j /—-; client/server architecture composed of two mainliaap
— QBA tions: the QBM and the QBA. The communication be-

s tween them is accomplished through a series of agess

that respect the previously described QB protolcoad-
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Figure 1. Synchrolnization and configuration step

The network performance analysis is done in three
steps. In the first step, QBM synchronizes the tgyeiith
its own clock using SNTP protocol. For this, symatiza-
tion messages are transmitted to QBAs. The agents s
chronize themselves and acknowledge the synchroniza
tion with synchronize summary messages to QBM. Also
in this step the traffic patterns are defined aadgmitted
from QBM to QBAs by the means of traffic patternane
sages. Another option provided by the system isatee
the user’s defined traffic patterns. These traffatterns
can be loaded for future analysis, so the measursme
can be repeated fast and faultless in order tdyveififer-
ent network QoS technologies on the same traffaraty
teristics. This step is illustrated in Fig. 1.
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Figure 2. Data traffic transmission and time valsies-

age

In the second step (presented in Fig. 2.) datéidnadit-
tern is transmitted and received by the agentsgudata
messages. These traffic patterns can be generaied u
both TCP and UDP protocols function of the usees d
fined settings. At the receiving of each data mgssthe
agent reads and stores the time so that this irom
can be sent to QBM in the third step.

Finally, in the third step, information collecteg the
agents is transmitted through results summary rgessa
to the manager, which computes the QoS parameters

dition, they are used to determine the main Qo&mear
ters that this application is monitoring.
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Figure 4. Benchmarking system architecture: QBM

The QBM application illustrated in Fig. 4, has four
primary components: Graphic user interface, control
communication component, computed QoS component
and the traffic pattern storage database. The Gid¢s
sponsibility (Fig. 5) is to interact with the usémrough a
friendly, helpful and intuitive interface, designeding
.NET facilities. The user has the possibility tdide and
store complex traffic patterns, by specifying tlourse
IP, the destination IP, the desired protocol (TABHAY
and communication port, the number of packets tednd
with a custom length, the gap between the packets,
also the starting time and the duration. Only whies
duration timer expires will the agents be sendimg tte-
sults of their measurements to the manager. Thiaren
that there will be no extra traffic on the netwaokinflu-
ence the measurements, during the benchmarking-oper
tion. Another characteristic of the QBM is the pb#ity
to save the defined traffic patterns and to loashtHor
several other measurements.

Furthermore, it provides several tools for traffind
data analysis to the user, Bigplaying the results both in
numerical and graphical form.
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Figure 5. Benchmarking system: QBM GUI

The control communication component consists, ,first
of a TCP server that listens for and accepts inngmi
connections in an asynchronous mode, and, secdral, o
TCP client used to send the synchronization anfficra
pattern information to the QBA applications on a&qe-
fined control port. Only synchronized QBA can parti
pate in further actions. Another important taskdsre-
ceive summaries that contain the results, to inétrand
pass them to the computing component.

The third component — the computed QoS one, com- ==

putes the delays, IPDVs (IP Packet Delay Variadians
jitters and bandwidths, based on the timestampsoed
in the receiving packets. The formulas used fors¢he
computations are:

Delay: delay =RecvT -SendT, i =1n (1)
where RecvT- receiving times, SendT-
sending times, n - number of received packets

IPDV [8]: IPDV,,, = delay —delay,, )
_ Len . —
Bandwidth: bandwidth = ,1=1n (3)
delay
whereLen— data length, n - number of received

packets

The traffic pattern storage database componensad u
to save the defined traffic patterns and to loashtHor
several other measurements, thus allowing us teatep
the measurements in the same network traffic crmmdit
For this purpose a SQL Server 2000 connection aal d
base was used. This represents one of the maiitapa
ties of the system needed for the complex framewaik
we are designing (framework for developing QoS tech
nologies such as traffic identification and markiggeue
and congestion management, traffic shaping andyoli
specific protocols).

To store the results of these computations, the log
summaries component is used.

EachQBA application- illustrated in Fig. 6, consists of
a control communication component and several pdirs

traffic severs and clients. The control communarati
component has two main functions: (1) to receive-sy
chronization and traffic pattern information frorhet
QBM computer, and (2) to send summary packets. The
synchronization method is based on a SNTP (Simple
Network Time Protocol) [9] client application, whic
requires Windows Time Service to be running on the
computer. The information is interpreted from theam-
ing packets and the IP address of the QBM is saved
nally and will be used as the time server addrése
agent initializes the process, creating a new dbjesat
uses the SNTP protocol to perform the synchroromati
operation.

In case of receiving a control message as a sotiee,
agent will initialize a UDP or TCP client for theahsmis-
sion of a certain traffic pattern required by thBND
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Figure 6. Benchmarking system: QBA

If the agent is considered a destination machtrmapst
prepare for the incoming traffic (create a UPD &PT
multithreaded server, so that several sender areiviey
processes can run concurrently on every measurement
PC) and the generation of the desired parametegarna-
less of the transmission protocol, the agent sehds
summary to the manager server using a TCP utility,
order to ensure the safe arrival of the required da the
predefine control port.

IV. EXPERIMENTAL RESULTS

The benchmarking system was tested on several net-
works, configured with Cisco switches end the rssul
were more than satisfactory.

In Fig. 7 and Fig. 8 are presented the results foaf-
fic having the following pattern: 172.27.191.114u8m®
IP, 172.27.191.150 destination IP, TCP protocol222
port, 35 packets, 3000 bytes length, 1000 ms g&tayD
and IPDV parameters are plotted in Fig. 7 and agasn
ured in ms. It can be observed that while delay drdg
positive values, IPDV can have both positive andane
tive values. IPDV, delay and bandwidth parametees a



presented in Fig. 8 in numerical form. Bandwidthasie
ured in bps.
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Figure 7. Delay and IPDV in graphical form
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Figure 8. QoS parameters in numerical form and syn-
chronization summary

V. CONCLUSIONS

easy to understand. The application developed ifa@G#
guage for .NET framework and SQL Sever 2000, pitssen
a user friendly interface that allows for compleaffic
patterns definition and detailed results displaytHe fu-
ture we intend to develop and incorporate new metri
measurement techniques and also, to integrateethehb
marking system for QoS parameters into the framkwor
designed for developing QoS technologies suchadfictr
identification and marking, queue and congestiom-ma
agement, traffic shaping and policy, specific pools.
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